HH®DPOPMAITMOHHAA ITAMATKA
JJIA OBYYAIOIIIUXCA

C KakABIM TOZOM MOJIOZEKU B UHTEPHETE CTAHOBUTHCS OOJIBbIIE, a MIKOJBHUKU OAHU M3 CAMBIX
aKTUBHBIX IOJIb30BaTesiell PyHera. Mexay TeM, MOMHUMO OTPDOMHOTO KOJIMYECTBA BO3MOXKHOCTEH,
WHTEPHET HeceT U IPpobJieMbl. JTa MaMATKA JI0JDKHA TOMOYb Tebe 6e301acHO HaXOAUTHCS B CETH.

KomnvromepHuie supycul

KoMmmpioTepHBIE BHUPYC - 5TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAaMM, OTJIUYHTETHHOU
0COOEHHOCTHIO KOTOPOU SIBJISETCS CIIOCOOHOCTH K pa3MHOKEHUIO. B JI0MOSTHEHNE K 3TOMY, BUPYCHI
MOTYT TOBPEAUTh WU TOJHOCTHIO YHUYTOKHUTH Bce ailsibl U JIaHHBIE, II0JIKOHTPOJIbHBIE
II0JIb30BATENI0, OT UMEHHU KOTOPOro ObLyIa 3aIyllleHa 3apa’keHHas IPorpaMmMa, a TaK»Ke ITOBPEIUTH
WIN Jake YHUYTOXKUTH OIEPAllMOHHYI0 CHCTEMY cO BceMmu daitylaMu B IieJioM. B OOJIBITMHCTBE
cJTydaeB PACIpPOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MemoObt 3auumst 0m 8Pe0OHOCHbIX NPOZPAMM

1. Mcnonb3yll coBpeMeHHbIE ONEepPAIlMOHHbIE CUCTEMbI, UMEIOIE CePbe3HbIN YPOBEHDb 3aIUTHI OT
BPEZIOHOCHBIX ITPOTPAMM;

2. IlocrossHHO YycraHaBiauBaWW mnauTu (u@poOBbIE 3alIaTKW, KOTOPbIE AaBTOMATHYECKU
YCTAHABJIMBAIOTCA C I€JIBI0 JOPA0OTKU MPOTPaMMbl) U Apyrre OOHOBJIEHUSI CBOEH OIeparyuoHHON
cucreMbl. CKaunBall UX TOJBKO ¢ OPUITUATBLHOTO caiita pazpabotunka OC. Eciu cyiecTByeT pexxum
aBTOMAaTHUUYECKOTO OOHOBJIEHUSI, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEPE IIOJT IIpaBaMH IOJIb30BaTeIsA, a HE aJMHHHCTpaTopa. JTO He
IIO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IIPOTPAMM WHCTA/UTUPOBAThCS HA TBOEM IIEPCOHAJIBHOM
KOMIIBIOTEPE;

4. UWcnonb3yll aHTUBUPYCHBIE IIpOTPAaMMHBIE IPOAYKTHI HM3BECTHBIX IIPOU3BOJUTEIIEN, C
aBTOMaTHYeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUHN JOCTYN K KOMIIBIOTEPY JJIs1 IOCTOPOHHUX JIUIT;

6. Mlcniosib3yll BHEITHUE HOCUTEIN HHPOPMAIH, TaKue Kak (ierka, IucK uiu hai u3 UHTepPHEeTa,
TOJIbKO U3 TPOBEPEHHBIX UCTOYHUKOB,

7. He OTKpbIBail KOMIbIOTEpHBIE (AlJIbl, MOJyUYeHHBbIE U3 HEHAJIEKHBIX HCTOYHUKOB. [lake Te
daiiier, KOTOpBIE TPUCIAT TBOM 3HAKOMBIN. JIydllle yTOUHHU Y HETO, OTIIPABJISII JIU OH Tebe UX.

Cemu WI-FI

Wi-Fi - aT0 He BU/I mepefiauu JIAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH |, Mapka. Eie B 1991 roy
HUJIEpPJIaH/ICKasA KoMITaHHus 3apeructpupoBaia Opess "WECA", uro 0003HAYayio CJI0BOCOYETAHUE
"Wireless Fidelity", koTopblii mepeBoauTCA Kak "OecrpoBoOAHAS TOUHOCTD' .

Jlo Halero BpeMeHH JIolIa Apyras abbpeBrUaTypa, KOTopas sIBJISIETCS TaKOH Ke TEXHOJIOTHEN. DTO
abopepuarypa "Wi-Fi". Takoe HasBaHue OBLIO JJaHO C HAMEKOM Ha CTAHAAPT BBICIIEH 3BYKOBOU
texuuku Hi-Fi, 4To B mepeBojie 03HavaeT "BbICOKAsA TOYHOCTD .

Jla, OecIUTaTHBIA WHTEPHET-ZOCTYI B Kade, OTeNAX U a’pOINOpTax SBJAETCS OTJIUYHOU
BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE 5KCIIEPTHI CIUTAIOT, UYTO 001eaocTymHbIe Wi-Fi cetn
He SIBJIAIOTCSA 6€30TaCHBIMU.

Coesemul no 6e3onacHocmu padomuwt 8 o6wedocmynubix cemsax Wi-fi:

1. He mepenaBaii cBoio JinuHyo nHpopManuio yepes obmenoctynnbie Wi-Fi cetu. Paboras B HUX,
JKeJIaTeJIbHO He BBOJIUTD IIAPOJIU JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEPA;

2. Mcnosp3yi 1 OOHOBJIAN aHTUBUPYCHBIE IIPOrpaMMBbl B OpanaMayep. TeM caMbIM ThI 00€30TaCHIIIb
cebs1 OT 3aKaYKH BUpYyCa HA TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi orkiroun ¢yHkmuoo "OOmwuid mocTyn K QaiyiaM U mpuHTEpam'.
JlaHHast QYHKIMSA 3aKphITa 110 YMOJTYAHUIO, OTHAKO HEKOTOPHIE MTOJIb30BATEN AKTUBUPYIOT €€ JIJIs
yZ00CTBa UCIIOJIb30BAHUSA B paboTe wiu yuebe;

4. He ucnosnp3yit my6nuunsii WI-FI nia nmepepgaym JIMYHBIX JAHHBIX, HAIPUMEDP JJIA BBIXO/A B
COIIMAJIbHBIE CETH WJIA B BJIEKTPOHHYIO IIOYTY;

5. Ucnonp3yil Tosbko 3amuiiieHHoe coeiuHeHne yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBou umeHHO "https://";

6. B mobwibHOM Tesepone orrioun (yuknuio "Tlogxmouenue k Wi-Fi aBromatmuecku”. He
JIOIyCKal aBTOMAaTUYECKOTO TOAKIIOUEHN yCTPOoUcTBa K ceTsam Wi-Fi 6e3 TBoero coryiacusi.

CoyuaavHble cemu
CoruanbHbIE CETU AKTUBHO BXO/ISIT B HAIILY *KU3Hb, MHOTHE JIFOAU PA00OTAIOT U JKUBYT TaM IIOCTOSHHO,
a B Facebook yxe 3aperucTpupoBaH MUJUTHAD]] YEJIOBEK, UTO SIBJISETCA OJIHOM CeIbMOU BCEX



J)KuTesled miaHeTbl. MHOTHE IOJIb30BaTeIM HE MOHUMAIOT, YTO HHGOpMAIUsA, pa3MellleHHas UM B
COLIMAJIBHBIX CETAX, MOXKeT ObITh HaliJleHa U HCII0JIb30BaHA KeM yTOAHO, B TOM YHCJIE He 00A3aTeIbHO
¢ 6;1aruMu HaMepeHUsIMH.

OcHog8Hble cogembl N0 6e30NacHOCMU 8 COUYUAABHBIX CeMmsxX:

1. OrpaHuYb CIIUCOK JIpy3€el. Y TeOs B APY3bAX He JIOIKHO OBITH CIyIaWHBIX U HE3HAKOMBIX JIIO/IEH;

2. 3amummai CBOI0 YAaCTHYIO JKU3Hb. He ykaszpiBall maposi, TesedoOHBI, aapeca, AATy TBOETO
POXKIEHUA W APYIYI0 JHYHYI0 HWHOpMAUHio. 3JIOYMBIIUIEHHUKA MOTYT WCIIOJb30BaTh axKe
“HPOPMAILHIO O TOM, KaK Thl ¥ TBOU POAUTEJIH IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuInai CBOI PEIMyTaIHIio - JEPKU ee B UHCTOTE U 3ajiaBail cebe BOIIPOC: XOTes ObI ThI, YTOOBI
ZIpyTHe T0JIb30BaTeIN BUAEIU, YTO ThI 3arpykaemib? [logymaii, pekie 4eM 4TO-TO OIyOJIMKOBATh,
HaMucaTh U 3arPy3UTh;

4. Ecaiv ThI TOBOPHUIIIB C JIIOABMHE, KOTOPBIX HE 3HAEIllb, HE UCIOJIb3YH CBOE PEIbHOE UM U JAPYTYIO
JINYHYTI0 HHPOPMAITUN: UM, MECTO KUTEJIbCTBA, MECTO YUeObI U IIpOYee;

5. N3berait pasmemenus ¢gororpaduii B IHTEPHETE, T/le ThI N300paKeH Ha MECTHOCTH, 10 KOTOPOM
MOXKHO OTIPEZIEJTUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu peructpanuu B COIUATIBLHON CETH HEOOXOAUMO UCIOJIb30BaTh CJI0KHBIE MAPOJIH, COCTOSIIIE
13 OYKB ¥ [P U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 171 coruaIbHOM CeTH, TIOYTHI ¥ APYTUX CAUTOB HEOOXOIMMO HCIIOJI30BaTh pa3Hble maposu. Toraa
eci Tebs B3JIOMAIOT, TO 3JIOyMBINIJIEHHUKH TOJIyYaT JIOCTYIl TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.

daekmpoHHbLe 0eHb2U

DJIEKTPOHHBIE JIEHIH - 3TO OYEeHb yAOOHBIN CIIOCO0 ILIaTeKel, OJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT IMOJIYYUTD 3TU JE€HBIH.

DJIEKTPOHHBIE JIEHbIU MOSBUJINCh COBCEM HEABHO M MMEHHO M3-3a 3TOT'O BO MHOTHX TOCYZIapCTBaxX
JIO CHX TIOP He IMMPOIKUCAHO PO HUX B 3aKOHAaX.

B Poccuu ke oHM (PYHKIIMOHUDPYIOT U O HHMX YK€ IIPOIHMCAHO B 3aKOHE, I'le UX Pas3JIesIsioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE M He aHOHUMHBbIE. Pa3zHuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX Pa3pelaeTcs MPOBOAUTH onepanuu 6e3 uaeHTHGUKAIIUY 0JIb30BaTeIsl, a B HEAHOHUMHBIX
UIeHTU(PUKAIINSA [T0JIb30BaTEIS ABJIsIeTCsS 00s13aTEIbHOM.

Takske cieyeT pasjandaTh 3JeKTPOHHBbIE (UATHBIE JIEHbru (PaBHBI TOCY/IapCTBEHHBIM BaJIIOTAM) U
3JIEKTPOHHBIE HepUATHBIE IEHbI'H (He PaBHBI FOCYJapCTBEHHBIM BAJIIOTaAM).

OcHoBHbLIe cogembl N0 6e30NACHOL padome € 9AeKMPOHHbIMU OeHb2aMU:

1. [IpuBsku K cyeTy MOOHWJIBHBINA TesedOoH. DTO caMblil YZIOOHBIA M OBICTPBIN CIIOCOO BOCCTAaHOBUTH
JlocTyn K cuetry. I[IpuBsi3aHHBIN Teste)OH ITOMOKET, €CJIU 3a0y/elllb CBOU IIATEKHBIA MTapoJIb WJIN
3alJIelb Ha CAUT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Mcmosp3yid oJlHOpa30Bble maposik. Ilocie mepexosa Ha yCHJIEHHYIO aBTOPHU3allHI0 Tebe yxke He
Oy/ZIeT yrpo2kaTh OIIACHOCTh KPaKy MJIM IepexBaTta IIJIaTe>KHOTO I1apoJis;

3. Bwibepu cioxkubId maposib. IlpectymHukaM OyAeT He HOPOCTO yrajaTh CJAOXKHBIH ITapOJb.
HapgesxHble mapoJsii - 3TO HapoJiM, KOTOPHIE COJIep:KaT He MeHee 8 3HAKOB M BKJIIOUAIOT B ceOs
CTPOYHBIE U IIPOMHCHBIE OYKBBI, (PP 1 HECKOJIBKO CHMBOJIOB, TAKHEe KaK 3HaK JoJUiapa, QyHTa,
BOCKJIMIIATEJIbHBINA 3HaK U T.II. Hampumep, $tRong!;;

4. He BBOZIM CBOU JIMYHBIE TAaHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSIEIIIb.

IdrekmpoHHan nouma

DJIEKTPOHHASA IOYTA - 3TO TEXHOJIOTUS U IPEOCTABIIsIEMbIE €10 YCJIYTH II0 IIEPECHUIKE U TIOJIyUEHHUIO
BJIEKTPOHHBIX COOOIEHUI, KOTOPbIE pACIPENENIAITCA B KOMIBIOTEpHOU cetu. OOBIYHO
BJIEKTPOHHBIHN MTOYTOBBIN STUAK BBITJISTAT CJIEAYIOIIUM obpaszom:
UMS_IIOJIb30BAaTENA@UMSA_JoMeHa. Takke KpoMe Iiepe/laudl IPOCTOTO TEKCTa, HWMEETCs
BO3MOXKHOCTb IT€PeZIaBaTh (pamsibl.

OcHoBHble cosembl NO 6e30NacHOU padome ¢ 31eKMPOHHOU NOUMoitL:

1. Hayio BpIOpaTh mpaBUJIbHBIA TOUTOBBIN CEPBUC. B MHTEpHETE eCTh OTPOMHBIN BHIOOP OECIIATHBIX
MIOYTOBBIX CEPBUCOB, OTHAKO JIYUIIIE IOBEPATH TEM, KOTO 3HAEIIb U KTO IEPBHIN B PEUTUHTE;

2. He ykaspiBali B JIMYHOU mouTe JNYHyI0 wHHGopmanuo. Hampuwmep, Jydiie BbpIOpaTh
"My3bIKaJIbHBIA_(paHaT@" win "pok2013" BMecTO "Tema1s";

3. Hcmonp3yil [ABYXSTallHYyI0 aBTOPU3ALMIO. DTO KOIZ[a MOMHMO IapoJif HY»XHO BBOJUTH KOJI,
npucbUIaeMblii o SMS;

4. Boibepu CIOKHBIA TMaposb. J[JIA KaKAOTO IOYTOBOTO SAIIMKA JOJKEH OBITH CBOM HAEKHBIMU,
YCTOMYMBBIN K B3JIOMY MapOJIb;

5. Ecyi ecTh BO3MOXKHOCTD HAMIMCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIOJIB3YH 3TY BO3MOKHOCTb;



6. Vcnosp3yil HECKOJIPKO ITOYTOBBIX ANIUKOB. IlepBBIN Aj14 YacTHOW IepenucKd ¢ ajpecaTaMu,
KOTOPBIM Thl JIOBEpselIb. JTO 3JIEKTPOHHBIN aJipec He HAJI0 UCIOJIb30BaTh IPU PETHCTPAIUU Ha
dopymax u caiitax;

7. He oTkpbIBall ¢aiijipl U pyTHe BJIOXKEHUS B MUChMaX, /JasKe eCJIU OHU IMPUIILUINA OT TBOUX JIPYy3eu.
Jlydiie yTOUHU Y HUX, OTIIPABJISIIN JIU OHU Tebe 3TU (aiisibl;

8. ITocie okoHUaHUA PabOTHI HA IOUYTOBOM CEPBUCE Iepe] 3aKPHITUEM BKJIQJIKU C CAUTOM He 3a0yb
Ha)KaTh Ha "BeITH .

Kubepoyatunz uau supmyanvHoe u3odesamenbCcmeo

KubepOysutmHr - mpecjiefoBaHHEe COOOIIEHUAMHU, COAEPKAIIMMU  OCKOpOJIEHUs, arpeccuio,
3alyruBaHue; XyJIUTAHCTBO; COIMAIbHOE OOWKOTUPOBAHHE C IIOMOIIBIO Pa3JIUYHBIX WHTEPHET-
CEPBUCOB.

OcHoeHble cogembl N0 60pbLOE ¢ KUbepoYyLIUHZOM:

1. He Opocaiica B 60ii. JIydmuii crmoco0: ITocOBETOBAaThCA Kak cebsl BECTH U, €CJT HET TOTO, K KOMY
MO’KHO OOpaTHThCsA, TO BHayasie YCIIOKOUTHCA. EciM ThI HayHENIb OTBeYaTh OCKOPOJIEHHAMU Ha
OCKOpOJIEHHUS, TO TOJIBKO ellle OOJIbIIE PA30KIKEITh KOH(IIUKT;

2. YripaBJisiii cCBoeH KuOeppeIyTamnueii;

3. AHOHUMHOCTh B ceTd MHHMAasA. CyIeCTBYIOT CIOCOOBI BBISCHHUTh, KTO CTOUT 3a AHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKMH 00pa3 BHUPTyaJIbHOH XWU3HU. MHTepHET (UKCUPYET BCE TBOU
JIEUCTBUS U COXPAHSET UX. YIAIUTh UX Oy/IeT KpaliHe 3aTPyAHUTEIbHO;

5. CobJutroiaii CBOX0 BUPTYaIbHYIO0 YECTh CMOJIOZY;

6. UrHopupyd eauHUYHBIH HeratwB. OJHOPa30Bble OCKOPOUTEJbHBIE COOOIIEHUA JIydIle
urHopupoBaTh. OOBIYHO arpeccus MPeKpaIaeTcs Ha Ha4aJIbHOH CTaIuT;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COI[UAIBHBIX CETSIX €CTh
BO3MOXKHOCTH OJIOKUPOBKHU OTIIPABKH COOOIIEHHH C OIPe/IeJIEHHBIX aJ[PECOB;

8. Eciu Thl cBHAETeNb KuOepOysinHra. TBOM JEWCTBHS: BBICTYIIMTH IIPOTHB IIpECIeA0BaTEIs,
II0KA3aTh €My, UYTO €ro JIEMCTBUS OLIEHWBAIOTCS HETaTUBHO, IOJAJEPKaTh »KEPTBY, KOTOPOH HY:KHA
IICUXO0JIOTHYECKAsI TIOMOII[b, COOOIINTE B3POC/IBIM O (DaKTe arpeCCUBHOIO ITOBE/IEHHUS B CETH.

MoouavHblit meaedon

CoBpeMeHHbIe cMapT(OHBI U IIJIAHIIETHI COJIEPKAT B cebe BIIOJIHE B3POCIIbIA (PYHKIIMOHA, U TENEPh
OHM MOTYT KOHKYPHUPOBaTh CO CTAI[MOHAPHBIMU KoMIIbloTepamu. OJ[HAKO, CPEJCTB 3allUTHI JJIA
0/I00HBIX YCTPOUCTB MOKA 0YeHb Masio. TecTUpOBaHUEe U MTOUCK ySI3BUMOCTEH B HUX IIPOUCXOJIUT HE
TaK MHTeHCUBHO, Kak 714 [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX ITPUJIOKEHUH.

CoBpeMeHHble MOOWIbHBIE Opay3epbl y:Ke IMPAaKTUUeCKH JOTHAJIU HACTOJIbHBIE AHAJIOTH, OJIHAKO
paciiupenre GyHKIMOHAIA BIEYET 32 COO0M OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.
Jlaneko He Bce MPOM3BOJUTENN BBIITYCKAIOT OOHOBJIEHU, 3aKPHIBAIOIIE KDUTHUYECKHUE YA3BUMOCTHU
JIJ1SI CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI /151 6€30I1aCHOCTH MOOMIBHOTO TeedoHa:

Hudero He sABJseTcs mo-HacTosAIEeMy OecrlaTHBIM. By/ib ocTOpOkeH, BeZlb Kor/ia Tebe MpezjiaraioT
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHbIE YCIIYTH;

Jymaii, mpexkze 4yeM ormnpaBuTh SMS, ¢oTo wmiau Bujaeo. Thl TOYHO 3HAENIb, I/ie OHU OyAyT B
KOHEYHOM UTOore?

Heob6xo11Mo 0OHOBJIATH OMIEPAIIOHHYIO CHCTEMY TBOEro cMapTdOHa;

Vcronp3yit aHTUBUPYCHBIE ITPOTPAMMBI 711 MOOWJIBHBIX TeIe(hOHOB;

He 3arpy:xaii MpUIOKeHUA OT HEM3BECTHOTO MCTOYHUKA, BEJb OHU MOTYT COZEPIKATh BPEJOHOCHOE
IIPOrpaMMHOE 00€ecIIeUeHUE;

[Tocsie TOro Kak THI BBIUJEIIDb C CAaWTa, I7le BBOAWJ JIMUHYI0O HH(OOPMAIIUIO, 3aW/I1 B HACTPOUKU
Opaysepa u yganu cookies;

[Tepuoauyecku mpoBepsiii, KAKKE IUIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBoli HOMep MOOMIIBHOTO TeIeOHA TOTBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY JIOBEPSIEIIIb;
Bluetooth mosmkeH ObITH BHIKJIIOUEH, KOT/IA Tl UM HE TOJIb3yellbcsi. He 3a0bIBail HHOTIA IPOBEPATH
3TO.

Online uzpwvt

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpacO4YHble, 3aXBaThIBAWOIIME Pa3BJIeueHUsi, 00beIUHSIIONINE
COTHHU TBHICSIY YeJIOBEK 10 BceMy MHPY. VITPOKH HCCIENYIOT AAaHHBIM UM MHP, OOIIAIOTCS APYT C
ZIPYTOM, BBITIOJIHSIIOT 33JIaHUS, CPA’KAIOTCSA C MOHCTPAMHU U TOJIyYalOT OIBIT. 3a YAOBOJILCTBHE OHU
IUIATAT: TOKYTIAIOT IUCK, OTUIAYMBAIOT aDOHEMEHT WU TPUOOPETAIOT KAaKUe-TO OIIUHU.



Bce aTH cpencTBa uIyT Ha TMOAJEp:KaHUE U pa3BUTHE UTPHI, a TakKe Ha caMy 0e30macHOCTh:
COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCA HOBBIE maTyu (U@ pOBbIe 3aIUIaTKU JJId
IIPOrpaMM ), 3aKPhIBAIOTCS YA3BUMOCTU CEPBEPOB.

B oo06HBIX UTpax CTOUT OIAcaThCS HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KPaKU TBOETO MapOJIs,
Ha KOTOPOM OCHOBAaHa CHCTeMa aBTOPU3aNNU OOJIBIINHCTBA UTP.

OcHoeMble cosembl NO 6e30nacHoCcMuU Meoe2o UZPo8020 AKKayHma:

1. Ecstm ipyroit Urpok BeeT cebs IJI0X0 WIN CO3/IaeT Tebe HEMPUATHOCTHU, 3a0JIOKUPYH €ro B CIIHCKE
HUTPOKOB;

2. Iloxkasmylica aJMUHHCTpATOpaM WIPHl HA IJIOXOE IIOBEJIEHHWE OTOTO WIPOKa, KeaTeIbHO
MIPUJIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BUE€ CKDUHOB,

3. He ykasspiBaii 1nuHy0 nHGOpPMAIMIO B Ipodailie Urpsl;

4. YBakail IpyTux y4aCTHUKOB II0 UTPE;

5. He ycranaBiuBaul HeopulaabHble IATYU U MOJIbI;

6. Mciosib3yii C10:KHBIE U PA3HBIE TAPOJIH;

7. Jaske BO BpeMs UTPHI HE CTOUT OTKJII0YATh aHTUBUPYC. [Toka ThI UTpaellib, TBOU KOMIIBIOTED MOTYT
3apa3uTh.

DuwuHZ UAU KPAXHCA AUMHBIX OAHHBLX

OOBIYHOM Kpadkel JIeHer U JOKYMEHTOB CEroJIHSI y»Ke HHKOTO He YAUBHIINb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKH [TEPEMECTHUINCh B MHTEPHET, U MIPO/IOJI?KAIOT 3aHUMAThCS
"1r00UMBIM" eJIOM.

Tak mosBMJIaCh HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WKW (UIIUHT, IJIaBHAs I€JIb KOTOPOTO
COCTOUT B TOJIYYEHUH KOH(MHUIEHIIUATbHBIX JaHHBIX I10JIb30BaTeIel - JIOTHHOB M Iaposied. Ha
aHrnuiickom si3bike phishing ywuraercs kak ¢ummumar (ot fishing - pwsibHas sjoBis, password -
I1apoJib).

OcHoeHble cogembl NO 60pboOe ¢ hruwuHzom:

1. Ciremn 3a cBOMM akKKayHTOM. Ecjii ThlI IOJ03pEBaelllb, YTO TBOS aHKeTa ObLja B3JIOMaHa, TO
HeoO0X0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTH aIMIUHHUCTPATOpPaM pecypca 06 3TOM KaK MOKHO CKOpee;
2. Mcnosip3yii 6e3omnacHbie BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U IIOMCKOBBIX CHCTEM;

3. Hcnosb3yét ciokHble W pasdHble naposud. Takum obpasom, ecad TeOsS B3JIOMAIOT, TO
3JIOYMBIIIUIEHHUKY TTOJIYyYaT JOCTYT TOJIBKO K OTHOMY TBOEMY IMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecu Tebs1 B3s1OMaH, TO HEOOXOAUMO IIPEAYIIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE I00aBJIEHBI
y TeOs B ZIPY3bSX, O TOM, YTO TeOsI B3JIOMaJI U, BOBMOKHO, OT TBOEro MMeHU OyAEeT pacchLIaThbCs
CIIaM ¥ CChUJIKY Ha (PUIIIMHTOBBIE CAUTHI;

5. YcraHOBH HaJleskHbIHN m1aposib (PIN) Ha MOOMIBHBIHN TetedOH;

6. OTK/II0YM COXpaHEHUeE MapoJisi B Opaysepe;

7. He oTkpbIBall ¢aiiibl U IpyTHE BJIOXKEHUS B IMHChMaX, JIJasKe €CJTU OHU IPUIIUIA OT TBOUX JIPY3eH.
Jlyd1ie yTOYHM Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl.

Iughposasn penymauusn

[fudpoBas pemyranus - 3TO HeraTUBHAs WINM NO3UTHBHAasA UHPoOpManus B ceTu O Tebe.
Kommnpomerupyomas uHpopmanusa, pa3MelleHHas B HHTEDHETE, MOXKET Cepbe3HBIM 00pa3om
OTpa3UThCSI HAa TBOEH peasibHOU Ku3HU. ''LludpoBas pemyranusa" - 3TO TBOH UMUK, KOTOPBIH
dopmupyercsa us nadopmanuu o Tebe B UHTEPHETE.

TBOe MECTO KUTEJIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHHE, OCOOEHHOCTH XapaKTepa U PaCCKa3bl
0 OGJINBKUX - BCE 3TO HAKATLJIUBAETCS B CETH.

MHorue nmoZpoCTKHU JIETKOMBICJIEHHO OTHOCATCS K ITyOIuKanuy JuaHod nHdopmanuu B VIHTepHeTe,
He IIOHUMAasi BO3MOXKHBIX ITOcJie/icTBUM. ThI jake HE CMOKEIIb A0TaZaThCsA O TOM, 4TO dororpadus,
pa3MelrieHHas 5 JIeT Ha3aJl, CTajla MPUINHOMN OTKa3a MPUHATH Tebs1 Ha paboTy.

KommeHTapuu, pasmenieHue TBoux (otorpaduil m Jpyrue AeHCTBUA MOTYT HE HCUE3HYTb JlaKe
IIOCJIe TOTO, KaK ThI UX yZalullb. Thl He 3Haelllb, KTO COXpAaHWJI 3Ty HHOpMaIuio, Ionaja Ju OHa B
MIOMCKOBBIE CHCTEMBI M COXPAHUJIACH JI OHA, a TJIABHOE: YTO IOJ[yMAIOT O TeOe OKPYKAIoIIUe JIIO/IH,
KOTOpble HAaWAyT U YBUAAT 3T0. HaliTu mHbOpManuio MHOTO JIeT CIyCTS CMOXKeT JII0OOU - Kak U3
00pBIX TOOYK/IeHHUH, TaK ¥ C HAMEPEHHUEM IPUYUHUTD BPeZ]. ITO MOKET OBITH KTO YTOHO.
OcHoeéMble cosembl no 3awyume yug@dposoil penymauuu:

1. [Toztymaii, npeskzie uem 4TO-TO IIyOJIMKOBATh U epeiaBaTh y ce0s B 6J10Te MM B COIUATIBHOU CETH;
2. B Hacrpoiikax npoduss YCTAaHOBH OrpPaHUYEHHS Ha IPOCMOTP TBOero mnpoduwas U ero
COJIEP>KMMOTO, c/iejIal ero TOJIbKO "I Apy3ei’”;

3. He pasmemaii u He ykaspiBall uHGOpMaIM0, KOTOpas MOXKeT KOro-jau00 OCKOpOIATh WU
00MKaTh.



ABTOpCKOE TIpaBo

CoBpeMeHHbIe IITKOJIbHUKY - aKTUBHBIE TI0JIb30BaTe N I poBoro npocrpancrsa. OIHAKO Jajieko He
BCE 3HAIOT, YTO IOJIb30BaHHWE MHOTHMMH BO3MOXKHOCTSMH HIH(PPOBOTO Mupa TpedyeT cobJII0/IeHUs
IIPaB HA UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH "MHTes/IEKTyabHAsI COOCTBEHHOCTh' OTHOCUTCS K PA3/IMYHBIM TBOPEHUAM UEJIOBEUECKOTO
yMa, Ha4MHAasA ¢ HOBBIX M300peTeHUH M 3HAKOB, 0003HAYAIOIIHX COOCTBEHHOCTh HAa HPOAYKTHI U
yCIyTH, W 3aKaHyuBasg KHUTaMH, ¢ororpaduamMu, KUHOPMIBMAMH ¥  MY3bIKAJIbHBIMH
IIPOU3BENEHUSIMH.

ABTOpCKME TpaBa - 9TO IIpaBa HAa WHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh HAa MPOM3BENEHUS HAYKH,
JINTEpaTypbl M HCKYCCTBA. ABTODCKHE IIpaBa BBICTYIIAIOT B KayecTBe TapaHTHU TOTO, YTO
WHTEJUIEKTYIbHBIN /TBOPUECKUA TPYyJA aBTOpa He OyZeT HampacHBIM, JAcT €My CIpPaBeIUuBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPy/Aa, MOJIYYUTh M3BECTHOCTh U IIPHU3HAHUE.
Hukto 6e3 paspellieHHs aBTOpa He MOKET BOCIIPOU3BOAUTH €ro IIPOU3BEJ/IEHUE, PACIIPOCTPAHATD,
TyOJTMYHO JIEMOHCTPUPOBATh, IIPO/IaBaTh, UMIIOPTHPOBATD, ITyCKATh B IMIPOKAT, IIyOJIMIHO UCIIOTHSTD,
ITIOKa3bIBATh/UCIIOJIHATH B 9Upe WK pa3MelnaTs B IHTepHeTe.

Hcnonp3oBaHue "IHPATCKOTr0" IMIPOrPaMMHOTO O0ecIiedeH s MOKET MPUBECTH K MHOTHM PHUCKaM: OT
IIOTepU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKMPOBKH TBOEro YCTPOMCTBa, IJ/ie YCTAaHOBJIEHA
HeJleraJibHasl mporpaMMa. He cTOUT Takske 3a0bIBaTh, UTO CYIIECTBYIOT JieTaJbHbIE U OeCIyIaTHBbIE
IIPOTPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTeBUUYOK.p(d - TBOU IJIaBHBIN COBETUHK B CETH. 371€Ch ThI MOJKEIh y3HATh O OE30IIaCHOCTH B CETU
IIOHATHBIM W JIOCTYIHBIM S3BIKOM, a ITPU BO3HUKHOBEHUHM KPUTUYECKOW CHUTyalluu OOpaTUThCA 3a
COBETOM. A TaK’Ke IPUHSATH yUJacTHe B KOHKypCcaX U CTaTh CAMbIM ITU(DPOBHIM TPAKIAHUTHOM !



